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Chapter 1. About Plesk

Plesk™ is a complete hosting automation solution specifically designed to allow
quick deployment and simplified management of a Linux based server. It
delivers the stability demanded by Hosting Service Professionals while
providing the self administration interfaces and end user access for mail,
domain, reseller and server level administration.

Plesk auto-installs in minutes and lets non-technical personnel perform a wide
variety of administrative tasks — from creating new e-mail accounts to
managing entire domains — all with point-and-click simplicity.

The perfect solution for both dedicated server and shared domain
management, Plesk deploys and configures all of the systems you need to run
a webserver. Tiered login levels provided encrypted and secure access to for
system administrators and domain resellers as well as their clients and domain
owners. Plesk effectively lowers the threshold for non IT personnel to use,
create and manage a Linux based system.

Plesk provides four tiers of administration: admin, client, domain, and mail
name user. All can perform various tasks at remote locations via any standard
Internet browser.

Plesk users do not need to possess the advanced knowledge of the operating
system in order to use Plesk.

As soon as Plesk is installed, both administrators and clients are ready to
manage the system. Plesk provides great flexibility to the user, enabling
him/her to remotely access and administer servers at anytime. The default
settings provided for opening accounts and domains can be changed with the
click of a button. With Plesk, each client can create his/her own settings and
make his/her own adjustments.

Plesk uses extensive security measures to assure your system of the highest
possible integrity and protection. It should be noted however that this is limited
to Plesk and the software it installs. The security of the server operating system
is considered the responsibility of the system administrator and is not part of the
Plesk installation and/or setup.

Plesk uses the secure HTTP (HTTPS) protocol. All documents and
communications between users and the server are fully encrypted and secure.

Plesk provides a free self-signed secure socket layer (SSL) certificate that
enables secure transactions between a remote user and Plesk. However, this
certificate is not from an "official" authority and will not be recognized by the
web browser as being valid for the login URL, which results in warning
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messages. If you wish to use an authentic SSL certificate for the Control Panel
you can. Certificates can be purchased directly through the Plesk control panel
or by contacting a certificate-signing authority directly.

When creating physical hosting with PHP support, you are unable to start an
external program from the PHP script. It is impossible to read or write files
above the user's home directory.

There is a possibility of entering different IP-addresses for A domain record and
domain hosting address (which is added into web server configuration file) to
ensure that the server functions properly behind the firewall.

Plesk provides additional security measures, allowing the administrator to
restrict access to control panel from specific IP addresses.

Plesk Interface Specific Features

This section focuses on description of the specific features of Plesk web-based
interface.

Navigation

The control panel interface is divided into two main parts. The navigation pane
occupies the left part. In the right part you can operate particular Plesk
component selected from the navigation pane.

2 ADMINISTRATOR'S MANUAL



About Plesk

ohs. Pustoresol Qrontah Gartificates
€ B & @
Help & Support
s S
9 teh Miegration Manages MyPhesk com

Server administration.

— Control Pranel

& § 8.3 ¢ &
> 4] @
Event Manager Qustom Buttens Locsles Shang
B < »2 = @
ed by SSWsoft Edt Charee Passord fggent Geboot s Lown

» The Clients shortcut opens the list of client accounts, and gives you access
to user management functions.

» The Domains shortcut opens the list of domains allowing you to administer
them.

» The Server shortcut gives you access to the server administration functions.
» The Sessions shortcut is used for managing currently active user sessions.

+ The Master function is used for centralized management of Plesk enabled
servers.

* The Modules shortcut is used for managing the additional modules that
extend Plesk capabilities, such as Firewall, Game Server, VPN and others.

* The Log out shortcut ends your control panel session.

* The Help Desk allows you to handle problem reports of your clients.

Pathbar

When you start your Plesk session, the path (chain of links) appears in the right
part at the top of the screen. These links reflect your actual “location” within
Plesk system. By clicking on the links, you can be one or more (depending on
your “location”) levels up.
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You can also use the Up Level button located at the upper right corner of the
screen to go one level up or return to the previous screen.

Help

The Help shortcut located in the navigation pane provides you with context
help. A help page is displayed in a separate window.

Below the Help shortcut is the area displaying a short context help tip.

Basically, it provides a brief description of the current screen or available
operations. When you hover the mouse pointer over a system element or status
icon, it displays the additional information.

Working with Lists of Objects

You may have considerable number of objects within Plesk system. In order to
facilitate working with the different lists of objects (for example, Lists of
Domains, Client Accounts, etc.), the special tools are provided: Search and
Sorting.

To search in a list, enter a search pattern into the Search field, and click
Search. All matching items will be displayed in a reduced list. To revert to the
entire list of objects, click Show All.

To sort a list by a certain parameter in ascending or descending order, click on
the parameter's title in the column heading. The order of sorting will be
indicated by a small triangle displayed next to the parameter's title.
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After you have installed Plesk software on your server you need to configure
your system and set up all services required for its operation. In order to
configure your Plesk managed server via the control panel follow the
instructions provided in this chapter.

Configuring Access Policy

To alleviate security concerns it is recommended that you use a security
measure, allowing to restrict access to control panel with administrator
privileges from certain IP's. You can make use of this function by creating a list
of IP addresses to which a restriction policy will be applied, two modes are
available:

1. Allow access from all IP's except those added to the list.

2. Deny access from IP's, which are not in the list.

ﬂ Notes on access restriction policies

If the second policy is used, it becomes impossible to remove all
records from the list. When you attempt to remove the last record, the
restriction policy mode is switched automatically to mode 1.

When you attempt to switch to the mode 2 with empty list, you are
warned of impossibility of such action.

You will be informed if access from your IP address becomes
unavailable due to your restriction policy misconfiguration.

Managing control panel access

To use the access restriction function, select the Server shortcut in the
navigation pane. The Server administration page will open. Click the ler

f
=]

Access icon on the Server administration page. The Access restriction
management page will open:
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To add a network to the list:

1. Click the Add Network icon. The Network editing page will open:

Metwork

Subnet or IP address * . I . I o
Subnet mask . I o I .

* Required figlds

[@ K ] [@ Cancel

2. Specify the network IP address and subnet mask, and then click OK.

To remove a network IP from the list, select a corresponding checkbox and

click Remove Selected.

To edit a network ip or subnet mask, select the ip address in the list, and you

will be taken to the editing page.

To set the policy mode, select the appropriate radio button and click Set. A
confirmation box will open, prompting you to confirm the mode change. Click

OK.

&\ IMPORTANT

By default Plesk allows multiple simultaneous sessions for several
users logged into the control panel using the same login and
password combination. This feature might be useful when delegating
the management functions to other users or in case if you accidentally
close your browser without logging out, thus becoming unable to log in
again until your sessions expires. Being the administrator you can

choose to disable this capability.

To disable multiple sessions, follow these steps:
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1. On the Server administration page click Preferences.
i

2. Deselect the Allow multiple sessions under administrator's login checkbox.

3. Click OK.

Setting up Plesk for Working Behind a Firewall

If you are running Plesk behind a firewall, you might encounter certain problems
with resolution of domain names served by Plesk: when a new domain name is
created in Plesk, its zone file includes a resource record that associates the
domain name with the IP address your Plesk server is on, i.e. an internal
network address like 192.168.1.1. As the 192.168.x.x IP addresses are
reserved by the Internet Assigned Numbers Authority (IANA) for use by private
internets, this domain name will not be accessible to the Internet users. To work
around this, you would have to associate this domain name with the IP address
of the firewall machine in the domain’s zone file (Domains ->Domain name ->
DNS).

We recommend using the DNS zone template (Server-> DNS) to automate
association of the newly created domain names with appropriate IP addresses.

Let’s consider setting up our Plesk server running on 192.168.1.1 in a private
network protected by a firewall, which is running on 11.22.33.44:

1. Click the Server shortcut in the navigation pane, and then select the
g DNS icon under Services group. The DNS zone template screen
will open.

2. Locate all resource records of A type. As you cannot edit any of these
records, you should delete them and then create the new records: be sure
to leave the values in the Name column unchanged for each A record, but
replace the <ip> templates in the Value column with the IP address of your
firewall host — 11.22.33.44.

3. Configure your firewall so as to ensure the proper address translation.

Setting Session Security Parameters

You can set the following parameters for any user session in Plesk:

« Session idle time: the allowable idle time for a user session. Should a user
session remain idle for a length of time exceeding that specified as the
session idle time, Plesk terminates the current session.
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* Invalid login interval: an interval between two invalid login attempts within
which the invalid login attempts counter is increased. If the time between
two invalid login attempts exceeds this value, then the invalid login counter
is reset back to 0.

« Invalid login attempts: the maximum number of invalid login attempts
allowed. Once a user has exceeded this value, he/she is locked out for the
time specified as the Invalid login lock time.

* Invalid login lock time: the lockout time for a user once the invalid login
attempts counter has exceeded its maximum limit. Upon completion of the
lockout time, the invalid login attempts counter is reset to zero and the user
is again given the ability to login to Plesk.

In order to change the session security parameters, follow these steps:

1. Select the [== iJ Session Settings icon on the Server administration
5]
N

page. The Sessions Settings page appears:

— Tools

Default

—Preferences

Session idle time * |30 Minutes

Invalid login interval * |3 Minutes

Invalid login attempts * |3

Invalid login lock time * |3g Minutes

* Required figlds [@ 2K ] [® Concel

2. Adjust the settings as desired.
3. Click OK to submit.

To reset the session parameters, click Default.

Setting System Date and Time

You can set manually the server date and time through the interface and enable
server time synchronization with the Network Time Protocol (NTP) server. To
manage the system date and time settings, follow these steps:

1. Click the System Time icon on the Server administration page. The
s

system date and time management page will open:
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Configuring Your System

— Swskem Date and Time

Year I2DD4 Hours IDz
Month ID? Minutes |53
Day |12 Seconds IZ?
— Time zone
Your time zone IF‘IeaseJ select a time zone - |
I Synchronize syskem time
Domain name or IP I
& Set

Edit the time and date settings as desired, and click Set.

Select your time zone from the list, and click Set. You will need to reboot
your Plesk server for the time zone change to take effect.

To synchronize your server time with that of a server running the Network
Time Protocol, select the Synchronize system time checkbox. Once this
checkbox is checked, this function is enabled.

Enter a valid IP address or a domain name and click Set.

© NoTE

Enabling the Synchronize system time function will override any time
and date you manually enter in the System Date and Time fields. It is
also important to be sure the domain name or IP address you enter for
synchronization is a valid NTP server. If not, this function will not work
and your server will continue running with its current time settings.
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Setting Up Server-wide Mail and Spam Filtering

Configuring Mail

You can configure the following server-wide mail system settings:

The maximum allowable size of any e-mail received on the server.

Relaying mode. Relaying affects only the mail sending, it does not in any
way change the way mail is received on the server. Mail relaying can work
in one of three modes: open relay, closed relay and relay with authorization.

* Open relay - selecting this allows any host computer to utilize the mail
services of any domain on the server, to send and/or receive mail. In this
mode, no password is required.

» Closed relay - selecting this only allows mail to be sent and received
locally (to and from domains residing on the server). The only exception
would be hosts specified as allowable relay hosts in the White list.

» Authorization required - selecting this allows any host computer to utilize
the mail services of a domain on the server, provided that a valid
username and password are used to authenticate the mail user.

* POP3 - requires a POP3 login before sending mail. The lock time
field sets the allowed time given for sending mail after login. During
the lock time, any e-mail sent from the initial IP address will be
accepted without requiring a password to be re-entered.

*  SMTP - smtp authentication (the Plesk mail system supports LOGIN,
CRAM-MD5 and PLAIN methods of smtp authorization) requires a
password every time you send an e-mail.

White List. Use it to define several IP-addresses with masks from which mail
will always be accepted.

Black List. Use it to define the mail domains from which you do not allow
mail to be received.

MAPS spam protection. Enable the external mail abuse prevention system,
which can help you defend your customers from abuse by spammers.

Type of mail account names that can be used on the server.

10
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In order to configure the mail system, follow these steps:

Click the ; Mail icon on the Server administration page. The Mail

system management page will open:

Preferences | Black List | white List

— Mazxinum letker size and relay mode parameters

Maximum letter size I KBytes

Relaying € open
0 closed
¢ authorization is required:
[T POP3 lack time | Wi
W sme

Check the passwords for mailboxes [
in the vocabulary

] Enable MAPS spam protection

MAPS zones I

— Mames For POP3/TMAP mail accounts

% Use of short {webmaster) and Full {webmaster@domain, com) POP3/IMAP mail
account names is allowed

0 only use of Full POP3{IMAP mail accounts names is allowed

* Required fields [@ OK ] [@ Cancel ]

To set the maximum letter size allowed on the server, click in the Maximum
letter size input box and enter the desired value in Kilobytes.

To set the mail system relay mode, select a corresponding radio button.
For relaying that requires authorization, select the Authorization is required
radio button. You must then select an authorization type, which can be
POP3, SMTP or both.

» POP3 - Click in the checkbox next to POP3 to enable this mode of
authorization. You must then set the lock time; the default setting is 20
minutes.

«  SMTP - Click in the checkbox next to SMTP to enable this authorization
mode.

To prevent mail users from using the passwords that are easy to guess,
use the feature Check the passwords for mailboxes in the dictionary.

To enable the external Mail Abuse Prevention System (MAPS) select the
Enable MAPS spam protection checkbox, enter the MAPS zone name in
the MAPS zones field.

To define the mail name type that you want to be used for the POP3/IMAP
accounts, select a required radio button. Two options are provided: 1) use
of both short (e.g. webmaster) and full (e.g. webmaster@domain.com) mail

ADMINISTRATOR'S MANUAL
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names, and 2) use of full mail names only.

7. To manage the server-wide black list of blocked mail domains, select the
Black List tab. To manage the white list, click White List.

8. When done configuring, click OK.

0 Note

You can set Plesk to allow open relay, however, we do not
recommend it, as this would expose your server to possible spamming
abuse. If you wish to use open relay, follow these steps:

POk

Configuring the Server-wide Spam Filter

For the purpose of filtering spam out of incoming mail you can use the
integrated spam filter software SpamAssassin (http://www.spamassassin.org/).

SpamAssassin is a mail filter, which attempts to identify spam. Using its rule
base, it uses a wide range of heuristic tests on mail headers and body text to
identify "spam", also known as unsolicited commercial email. Once identified,
the mail can then be optionally tagged as spam for later filtering using the
user's own mail user-agent application. SpamAssassin is a third party product
integrated with Plesk. For more information on the product please refer to its
web location.

Plesk allows for setting up and using black lists and white lists for filtering mail
at the server level as well as at the user level.

To access the server-wide spam filter settings, click the i SpamAssassin

icon on the Server administration page. The Spam filter configuration page will
open:
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—sage policy settings

Server wide settings =

Personal settings 4

@ st

—oerver sethings

Hits required for spam I?

Modify spam mail subject ¥ by tag I*****SPAM*****
@ st

—Server-wide black list

Email pattern |

Always mark as spam mail from
address

Add ] [ Remaove

—Server-wide white list

Email pattern |

Newver mark as spam mail from
address

Add ] [ Remove

—Server-wide ignore lisk

Email pattern |

Do not filter mail for these
accounts

[ Add ] [ Remove ]

You have a choice of filtering all the incoming mail at the server level as well as
letting the users set up specific rules for filtering mail specifically for their own
mail accounts. This is managed though the spam filter usage policies, where
you can enable or disable the option of filtering mail at the server level and the
option of letting users filter their mail.

1. To enable filtering mail on the server, check the Server wide settings
checkbox;

2. Toenable users set up their own filtering rules and filter mail for their own
mail accounts, check the Personal settings checkbox;

3. Click Set to save the changes.

In order to recognize a mail message as spam it needs to score a certain
amount of hits. The hits are scored according to the internal SpamAssassin
settings and based on the contents of the mail messages and its subject. You

ADMINISTRATOR'S MANUAL
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can change the sensitivity of the spam filter by varying the amount of hits
required for marking a message as spam. The more hits are required the less
sensitive the filter is, and vice versa — the less hits are required the more
sensitive the filter is.

1. The default amount of hits is set to 7. If you wish to change this value, click
into the Hits required for spam input box and type in the new value.

2. Click Set to save the changes.

Messages recognized as spam are marked correspondingly so that they can be
easily visually identified. In particular, a special string is added to the subject of
the message (e.g., by default the string *****SPAM***** will be added to the
spam messages subjects). You can change this string (or tag) to whatever you
like, or even to disable this option.

1. In order to activate/deactivate the option of modifying the spam messages
subject, check the Modify spam mail subject;

2. To change the text of the string, click into the input field and enter the new
text;

3. Click Set to save the changes.

Note, that even if this option is not enabled, a header "X-Spam: Yes" will be
added to the headers of any mail message recognized as spam.

Black list is a list of E-mail addresses, which are automatically considered as
sending unsolicited mail — spam. Therefore, all messages coming from the
E-mail addresses that match those specified in the black list will automatically
be marked as spam.

You can add to the black list either exact E-mail addresses or patters, using
wildcards (™, e.g.: entry “@spammers.online.com will cause all messages
coming from the domain spammers.onine.com be marked as spam, regardless
of what the exact mail name is).

© NoTE

All the incoming mail will be filtered according to the server-wide black
list settings. Mail users will receive their mail already processed
according to them. Should any messages be coming from the
addresses specified in the server-wide black list, the users will receive
them already marked as spam (of course, if the Modify spam mail
subject option was enabled).

1. Enter the E-mail address or pattern into the Email pattern input field;

2. Click Add to add the new entry to the black list.
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White list contains E-mail addresses, which are automatically considered as
trustworthy. Therefore, all messages coming from the E-mail addresses that
match those specified in the white list will never be marked as spam.

You can add to the white list either exact E-mail addresses or patters, using
wildcards (™, e.g.: entry “*@your-company.com will cause all messages coming
from the domain your-company.com not be marked as spam, regardless of the
content of a message).

© NoTE

All the incoming mail will be filtered according to the server-wide white
list settings. Mail users will receive their mail already processed
according to them. Should any messages be coming from the
addresses specified in the server-wide white list, the users will receive
them as sent from a trustworthy address, not a spam.

1. Enter the E-mail address or pattern into the Email pattern input field;
2. Click Add to add the new entry to the white list.

Ignore list contains E-mail addresses, no mail for which is to be filtered. You
can add only the e-mail addresses registered in the control panel. All the
messages coming to the E-mail addresses specified in the ignore list will not be
processed by the spam filter at all.

1. Enter the E-mail address or pattern into the Email pattern input field;
2. Click Add to add the new entry to the ignore list.

This concludes setting up the server-wide spam mail filter. All the incoming mail
will be processed according to these settings, and the users will receive their
mail already processed by the filter. Further, if allowed (the Personal settings
checkbox checked), the users can set up their own filtering rules and process
the mail for their mail accounts according to them.

Configuring Mailman

For the initial mailman component configuration (applicable only to mailman
versions 2.1.2 and later) follow these steps:

1. Click the |: i{? Mailman Settings icon on the Server administration page.
=
2. Supply the mailing list administrator's email and password.

3. Click OK.
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Once the mailman configuring is completed, this icon is displayed in gray.

Enabling ColdFusion Support

To enable ColdFusion scripting support for virtual domains, follow these steps:

1. Click the = ColdFusion Settings icon at the Server administration

page.

2. Select the desired installation configuration (Server Configuration or J2EE),
and specify the destination directory.

3. Click OK.

Setting Up Dr.Web Antivirus Protection

Light version of the award-winning Dr Web antivirus filtering program is
included in the default installation of Plesk. The license supports up to 15 mail
accounts free of charge and can be upgraded to a version that will handle an
unlimited number of mail accounts on a system. To obtain a license key for a
larger number of mailboxes, please, contact sales@sw-soft.com

Installing Dr.Web Packages

If you do not have the Dr.Web packages installed on your server, follow these
steps:

1. Install the RPM packages drweb and drweb-gmail from the Plesk
distribution. The packages are located in /opt/drweb directory.

2. Change your working directory to the location where the Plesk distribution
resides.

3. Run the following commands:
#rpm —i ./opt/drweb-4.31.4-plesk.glibc.2.2.i586.rpm
#rpm —i ./opt/drweb/drweb-gmail-4.31-rh9.build040617.14.i586.rpm

Once the required packages are installed, the Dr.Web service will start
automatically.
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Enabling Antivirus Checking For Mailboxes

For a user's mailbox you can enable the antivirus scanner to work in one of the
following modes: checking incoming and outgoing mail, checking outgoing mail
only, and checking only incoming mail.

When antivirus scanning is enabled, all e-mail messages containing viruses are
intercepted and placed to the directory /var/drweb/infected. You should clean
this directory from time to time.

To enable antivirus scanning for a specific mailbox, follow these steps:

1. Access the mail name management functions, and click _ppgy Dr.Web.
-]

The antivirus preferences page will appear:

Dr.web Antivirus Preferences

Checking mail for viruses ' Disabled
@ Incoming and outgoing mai
' Outbgoing mail anky
0 Incoming mail only

* Required fields I@ OK ] I@ Cancel

2. Select a required scanning mode and click OK.

Updating Antivirus Database

To update the antivirus database on demand, run the command #
/opt/drweb/update/update.pl

It is recommended that you add this command to the Crontab in order to have
the antivirus database automatically updated.

Setting Up PostgreSQL Administrator's Account

To set the database administrator's login and password follow these steps:

1. Click the @ PostgreSQL icon on the Server administration page. The

Databases administrator credentials setup page will open.

2. To set the database administrator's login click into the appropriate text
input field and type in the login name.

3. To change the password for an existing database, first enter the old
password into the Old Password field, type the new password in the New
Password and Confirm Password fields.
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4. Click OK to submit.

Registering Your Server with MyPlesk.com

Being the server administrator, you can get commissions on purchases made
by your customers via My.Plesk.com service: domain registration, renewal,
transfers, purchases of SSL certificates and third-party tools or services. To do
this, you need to create a My.Plesk.com account and register your server
(Plesk instance) with it. After that you will be able to track the purchases made
by your customers via MPC and earn commissions. You can register multiple
servers with a single My.Plesk.com account.

To register your server with MPC, follow these steps:

1. Click the &%= MyPleskCom button in the Services group. The MPC

>

Login page will open in a new browser window.

2. Enter your Login name and Password in the fields provided, click Log In to
enter. You will be taken to the page My Commissions, and prompted to
register your server.

3. Click the button Register Server Now. The Server Registration page will
open displaying your Plesk software license key number and your IP
address.

4. Click OK to confirm your server registration.

Setting System-wide Preferences and Customizing the Control

Panel

You can set the following system-wide preferences:

« The length of interface button labels,

» Default interface language and skin that will be used for control panel
sessions initiated by other users,

* Administrator's interface language and skin,

» Allowance of multiple simultaneous sessions under administrator's login,

» To avoid errors, you can choose to prevent users from working with the
control panel until interface screens are completely loaded. While the control
panel interface is being loaded, all interface controls will be unavailable and
the "Loading. Please wait." message box will appear on the screen.

* Your host name,

* Apache restart interval: defining this might help decrease the Apache web
server downtime, especially, if you have a large number of user accounts

18
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and domains hosted on server.

» For calculation of disk space usage, you can define whether to account the
actual amount of disk space (filesystem allocation units) occupied by files
and directories, or only size of files and directories in bytes.

» Server-wide statistics parameters.

To set the server-wide preferences follow these steps:

1. Click the Preferences icon on the Server administration page. The
LE

Server preferences page appears.

2. Adjust the settings as required, and click OK to submit.

Setting Up Your Logo

You may replace the default Plesk logo in the top banner area with your own
logo, which can be linked to your organization's web site. To change the logo
on the interface, follow these steps:

1. Click the I,.-*"' Logo Setup icon on the Server administration page. The
T
|

Logo Setup page appears:

Set up logo properties

Choose new logo file | Browse. . |

Enter new URL For logo * |http:ll'll'www.sw—snft.cnm

* Required figlds l Defaulk Logo ] l@ OK ] l@ Cancel ]

2. Click in the Choose new logo file text box and enter the name of the logo
file you wish to use, or click the Browse... button and locate the desired file.

© NOTE

You should use a GIF, JPEG or PNG format file for your logo,
preferably not larger than 100 kilobytes to minimize the download
time. It is recommended that you use an image of 50 pixels in height.

3. You have the option to create a hyperlink that activates when a user clicks
on your logo. The link may take the user to a corporate URL or other web
site. Click in the Enter new logo link URL box. Type in the URL.

4. Click OK to submit.

If you change your mind and wish to revert to the Plesk logo, use the Default

ADMINISTRATOR'S MANUAL 19



Configuring Your System

Logo button.

Customizing the User Interface

Since Plesk 7.5.3, in addition to the limits you impose on resource usage, you
can restrict user access to specific interface elements of the Plesk control
panel. This way you can disallow the control panel users to use the features
you don’t want them to use. The users will not even know about them, because
you will hide them.

You can choose to hide a set of buttons (such as those related to accessing
My.Plesk.com services or all buttons that are grayed out because service is
unavailable/not installed), or individual controls on specific screens.

0 Note

You should not rely on the control hiding capabilities for security, and
disable sensitive features by other means existing in Plesk instead of
or in addition to hiding controls.

Hiding and Unhiding Individual Interface Elements

1. Click the Server shortcut in the navigation pane, and then click the
Interface management icon in the Control panel group.

2. Select the Show interface management toolbar check box and click OK.
The toolbar will appear in the bottom right frame.

3. Navigate through the control panel to the screen that shows the interface
elements you want to hide/unhide.

4. Click the Customize button on the toolbar to enable the customization
mode.

5. Click on the interface element that you want to hide or show. A drop-down
menu will open.
* To hide the element from all control panel users including yourself,

select the Hide option.

» To hide the element from all users except yourself, select the Admin
only option.

* To make the element visible to the users who would normally be able to
see it, select the Show option.

» Todiscard any customizations you made to the selected element,

20
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select the Default option.

7. Click the OK button on the toolbar to submit the settings. The toolbar will
be closed and you will exit the customization mode.

Hiding and Unhiding the Grayed out Buttons

Basically, for each service that is not installed in the server’s operating system
and therefore is not manageable through the control panel, Plesk shows a
grayed out icon and the appropriate message in the context help tips area of
the navigation pane.

If you do not want Plesk to show any grayed out controls,

1. Click the Server shortcut in the navigation pane, and then click the
Interface management icon in the Control panel group.

2. Select the Hide all grayed out controls by default check box and click OK.
To make Plesk show the grayed out controls,

1. Click the Server shortcut in the navigation pane, and then click the
Interface management icon in the Control panel group.

2. Clear the Hide all grayed out controls by default check box and click OK.

Hiding and Unhiding sets of buttons

If you do not want your customers to access the domain registration and other
services provided by My.Plesk.com, you can hide all MPC related control panel
elements in a few clicks.

To hide or unhide the controls,

1. Click the Server shortcut in the navigation pane, and then click the
Interface management icon in the Control panel group.

2. In the Button sets group, select/deselect the check boxes corresponding to
the services you wish to disallow (or allow).

3. Click OK to submit the changes.
Hiding and Unhiding from users the limits and permissions
management controls they are not allowed to operate

To hide or unhide from the control panel users all permission management
controls that they cannot operate,
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1. Click the Server shortcut in the navigation pane, and then click the
Interface management icon in the Control panel group.

2. Select/deselect the check box labeled “Hide from users the permission
management controls they are not allowed to operate”.

3. Click OK.

To hide or unhide from the control panel users all resource limit management
controls that they cannot operate,

1. Click the Server shortcut in the navigation pane, and then click the
Interface management icon in the Control panel group.

2. Select/deselect the check box labeled “Hide from users the limit
management controls they are not allowed to operate”.

3. Click OK.

Super administrative overrides

The super administrator (root) can define a set of controls that are never shown
in Plesk control panel, even to a user with administrative privileges (and even in
the Customization mode). To do this,

1. Customize the interface through the Plesk control panel.

2. Create an empty file with name root.controls.lock and place it in the
directory /usr/local/psalvar/

3. Login to the MySQL database server and retrieve the values describing the
state of the hidden controls.

# mysql -uadmin -Dpsa —p
nysqgl > sel ect page, control from Control Visibility;

4. Add these values to the /usr/local/psa/var/root.controls.lock file separating
them with colons:

/ server/server. php3: key_info

5. Save the file.

The values you put into this file will override the customizations made through
the control panel.

22
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Exporting your customization to other Plesk servers

To export your customization settings,

1.

Click the Server shortcut in the navigation pane, and then click the
Interface management icon in the Control panel group.

Click the Export button. A shell script will be generated and you will be
prompted to specify the location where the downloaded file should be
saved.

Once download is completed, upload this file to the Plesk server to which
you wish to import the customization settings.

Run this script as root on the Plesk server. This will import the data into
Plesk database, completely overwriting any interface customization
settings previously made.

0 Note

The super-administrative overrides are not exported, but the “Hide all
grayed out controls by default” setting and button set states are.

Tracking User Actions

You may wish to keep track of actions performed by various users in the
system. All actions will be recorded in a log file that you will be able to
download for viewing later on. The following system events (actions) can be
logged:

Administrator information changed

System service restarted, started, or stopped

IP address added, removed, changed

Client account created, deleted, personal or system information changed,
The status of client account changed (enabled/disabled)
Client's interface preferences changed

Client's IP pool changed,

The limit on disk space is reached for a client account,
The limit on traffic is reached for a client account,

The limit on disk space is reached for a domain,

The limit on traffic is reached for a domain,

Domain administrator account properties changed,
Domain created, deleted, settings changed,

Domain status changed (enabled/disabled),

DNS zone updated for a domain,

Subdomain created, deleted, settings changed,

Client account limits changed,

Client's permissions changed,
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+ Domain limits changed,

» Users logged in and out of the Control Panel,

* Mail names created, deleted, changed,

» Mailing list created, deleted, changed,

* Physical hosting created, deleted, changed,

* Web user account created, deleted, changed,

+ Site application installed, reconfigured, uninstalled,
+ Site application package installed, uninstalled,

* License key updated.

To configure the action log settings, follow these steps:

1. Click the E‘ Action Log icon on the Server administration page. The

Action log settings page will open.

2. Inthe Logged actions group, select the actions to be logged using the
checkboxes.

3. Inthe Store records in the database field, specify the action log cleaning
options: on a daily, weekly or monthly basis, or in accordance with the
specified number of records stored in the database. To retain all action log
records, select the Do not remove records option.

4. To apply all the changes made, click OK.

To download the action log to the local machine, in the Log files section, select
the time period using the drop-down boxes, and click Download. The dialog
window will open, prompting you to select the location for the downloaded log
file to be saved to. Select the location, and click Save.

To clear the action log, use the Clear Log button.

Using Event Manager

The Event Manager is designed to help you organize data interchange between
Plesk and external systems. It works the following way: you create a script to be
executed upon a certain control panel event, and then create an event handler
that triggers the event processing. You can assign several handlers to a single
event.

& IMPORTANT

Plesk administrator can create the event handlers that will be run on
the server on behalf of user root. If you wish to restrict usage of the
root account, create an empty file with name

root . event handl er. | ock in the location

/usr/ | ocal / psalvar/.

24
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Adding an Event Handler

For instance, let's create an event handler for the 'client account creation’
event. The handler will accept a client name as the first parameter, and the
client's login as the second. For simplicity we will use a shell-script called
test-handler.sh that looks as follows:

#!/ bi n/ bash

echo "-------------- " >> [/tnp/event _handl er.| og

/ bi n/ date >> [tnp/event_handler.log #
information on the event date and tine
/usr/bin/id >> [tnp/event _handler.log #

i nfornati on on the user, on behalf of which the script was
executed (to ensure control)

echo "client created" >> /tnp/event_handler.log #
information on the created client account

echo "nanme: $1" >> [tnp/event _handler.log # client's
name

echo "l ogin: $2" >> [tnp/event _handler.log # client's
l ogin

echo "-------------- " >> [tnp/event _handl er. | og

This script prints some information to a file so that we could control its
execution (we cannot output information to stdout/stderr, as the script is
executed in the background mode).

Suppose, that our script is located in the directory /usr/local/psa/bin (for
instance). Let's register it by creating an event handler via the control panel:

1. Select the Server shortcut in the navigation pane.

2. Click the :’} Event Manager icon on the Server administration page.
-

The Event Manager page will appear.

3. Click the ﬁ Add New Event Handler icon. The event handler setup

page appears:

—Event handler

Event ICIient account created _'I
Priority Inormal (50) = ”
User |root ;l

Command * {ustflocalfpsafbinftest-handler . sh <new_contact_name > <new_login_name= AI

[

* Required fields [@ OK ] [@ Cancel ]

4. Select the event, you wish to assign a handler to in the Event drop-down
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box.

5. Select the priority for handler execution, or specify a custom value. To do

this, select custom in the Priority drop-down list and type in the value. Note,
when assigning several handlers to a single event you can specify the
handler execution sequence, setting different priorities (higher value
corresponds to a higher priority).

6. Select the system user, on behalf of which the handler will be executed.

7. Inthe Command input field, specify a command to be executed upon the

selected event. In our example it is /usr/local/psa/bin/test-handler.sh
<new_contact_name> <new_login_name>

8. Click OK.

0 Note

In the command we have specified the parameters in the angle
brackets <new_contact_name> and <new_login_name>. Before
executing the handler, they will be replaced with name and login of the
created client respectively. The entire list of available parameters is
provided in the following section. You should keep in mind that with
the removal operations, the parameters of type new_xxx contain an
empty string. And with creation operations the parameters of type
old_xxx contain an empty string.

Now if you login to your Plesk control panel and create a new client, specifying
the value 'Some Client' in the 'Contact name' field, and 'some_client' in the field
'Login', the handler will be invoked, and the following records will be added to
the /tmp/event_handler.log:

Sat Jun 26 21:46:34 NOVT 2004

ui d=0(root) gi d=0(root) groups=0(root)
client created

nane: Some client

| ogi n: some_client

If you want to specify one or few handlers more, repeat the actions above for
another handler.

Removing Event Handlers

In order to remove one or several event handlers, in the list of handlers select
the corresponding checkboxes and click Remove selected.
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Table 2.1.

Component
name/description

Available Event Handler Parameter Templates

The parameter templates that can be used when setting up an event handler
are presented in the table below:

Command line parameter

Old component value

Notes
New component value

For the events 'Client account created’, 'Client account updated’, ‘Client account removed’

Login Name
Contact Name

Company Name

old_login_name
old_contact_name

old_company_name

new_login_name required

new_contact_name required

new_company_name

Phone old_phone new_phone
Fax old_fax new_fax
E-mail old_email new_email
Address old_address new_address
City old_city new_city

State/Province

Postal/ZIP Code

Country

Domain Name

For th

Subdomain Name

old_state province
old_postal_zip_code

old_country

old_domain_name
e events 'Subdomain created’, 'Su

old_subdomain_name

new_state province
new_postal_zip_code

new_country

For the events 'Domain created’, '‘Domain updated’, '‘Domain deleted’

new_domain_name required

bdomain updated’, 'Subdomain deleted’
